70-680 Configuring Windows 7 Lab Manual



Lab 10

Configuring Applications

	Exercise 10.1
	Installing Remote Server Administration Tools

	Overview


	Before you can configure AD DS Group Policy settings from your Windows 7 workstation, you must install and enable the Remote Server Administration Tools, which includes the Group Policy Management console.

	Completion time
	10 minutes


15.
Take a screen shot of the Group Policy Management console, showing the GPO you created, by pressing Alt+Prt Scr, and then paste the resulting image into the lab10_worksheet file in the page provided by pressing Ctrl+V.
	Question 1
	Will the Group Policy settings you configure in your new GPO have an immediate effect on your network? Why?


	Exercise 10.2
	Configuring IE8

	Overview


	The director of IT at Contoso, Ltd. wants to prevent the company’s Windows 7 users from modifying the default Internet Explorer configuration by installing additional software, such as add-ons and accelerators. She also wants to ensure that the company intranet pages, designed several years ago for a previous IE version, display properly in IE8. Finally, the director wants to ensure that all Internet browsing activity on the network is logged for later examination. Your job is to configure the appropriate Group Policy settings to implement these requirements in your GPO.

	Completion time
	10 minutes


	Question 2
	Why would you want to enable the Use policy accelerators policy in this case, rather than the Turn off accelerators policy?

	Question 3
	Why is it necessary to disable the Turn on Internet Explorer Standards Mode for Local Intranet policy?

	Question 4
	Why, in this case, is it necessary to enable both the Prevent Deleting Web sites that the User has Visited policy and the Turn off InPrivate Browsing policy?

	Question 5
	Why isn’t it necessary to enable the Turn off InPrivate Filtering as well?


16.
Take a screen shot of the Group Policy Management console displaying all of the policy settings you configured in this exercise by pressing Alt+Prt Scr, and then paste the resulting image into the lab10_worksheet file in the page provided by pressing Ctrl+V.

	Exercise 10.3
	Using AppLocker

	Overview


	Your IT director wants to begin using the new AppLocker feature in Windows 7 to restrict the applications that users are able to run on their workstations. She wants standard users to able to run all of the executables included with Windows except for the Registry Editor. Members of the IT support staff, however, who are all members of the Group Policy Creator Owners group, must be able to run the Registry Editor to service other users’ computers.


	Completion time
	10 minutes


	Question 6
	Based on the default rules that appear in the Executable Rules folder, what programs can a typical user run on a Windows 7 workstation? What programs can members of the Administrators group run?

	Question 7 
	Based on the default rules that appear in the Windows Installer Rules folder, what Windows Installer files can a typical user run on a Windows 7 workstation? What Windows Installer files can members of the Administrators group run?

	Question 8
	Why is it necessary to create the additional rule for the Group Policy Creator Owners group?


18.
Take a screen shot of the Group Policy Management Editor console displaying the contents of the Executable Rules container by pressing Alt+Prt Scr, and then paste the resulting image into the lab10_worksheet file in the page provided by pressing Ctrl+V.

Lab Challenge: Suppressing Compatibility Warnings 

	Completion time
	15 minutes


The Windows 7 users at Contoso, Ltd. are restricted to a predefined set of applications, all of which have been recently updated and carefully tested for compatibility. To prevent users from attempting to run downlevel applications, you have been instructed to disable the Windows 7 compatibility mode controls using Group Policy. To complete this challenge, you must locate and configure the appropriate Group Policy settings to accomplish these goals in the GPO you created in Exercise 10.1. Write out the procedure you used to configure the settings, and then take a screen shot of the container where the settings are located by pressing Alt+Prt Scr, and paste the resulting image into the lab10_worksheet file in the page provided by pressing Ctrl+V.
Lab Challenge: Deploying Group Policy Objects

	Completion time
	15 minutes


To deploy a GPO like the one you have created in this lab, you must link it to a Active Directory Domain Services domain, site, or organizational unit object. However, for the purposes of this lab, it is necessary for the settings in your GPO to be applied to your workstation only, and not any of the other computers on the network. To complete this challenge, you must configure your GPO so that its settings apply only to the NYC-CLa computer and then link it to the contoso.com domain object in the AD DS tree. Write out the procedure you used to complete the challenge, and then take a screen shot showing the configuration that limits the scope of the GPO by pressing Alt+Prt Scr, and paste the resulting image into the lab10_worksheet file in the page provided by pressing Ctrl+V.

